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Data privacy laws in Monitoring and Evaluation:
An Introduction
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Presented by the ActivityInfo Team

All in one information 
management software for 
humanitarian and development 
operations 

Track activities, outcomes 
Beneficiary management 
Surveys 
Work offline/online 



BeDataDriven Mission
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Provide the UN and NGOs with a standard, easy-to-use and 
comprehensive data management platform so that as many 
organizations as possible can become data-driven to achieve 
better outcomes for rights holders worldwide.

BeDataDriven pursues this mission by building and 
helping organizations implement ActivityInfo.



4

ActivityInfo
An end-to-end solution for M&E data management

Data management

Organize your information 
according to your workflow

Data analysis

Generate actionable insights 
in real-time

Data collection

Easily collect the data you 
need from anywhere

….built on a relational data model



5Diagram adapted from Harvard Business Review

ActivityInfo is your integrated solution for managing your data across the data lifecycle.



ActivityInfo Users
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Outline
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Key concepts

Roles & Responsibilities



IANAL

I am not a lawyer and this is not legal advice!



Concepts
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General Data Protection Regulation (EU GDPR)

South African Protection of Personal Information Act (POPIA)

Philippines Data Privacy Act of 2012 (DPA)

California Consumer Privacy Act (CCPA)

1. Data Protection Legislation

https://www.dlapiperdataprotection.com/ 

https://www.dlapiperdataprotection.com/
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2. Personal Data

‘Personal data’ means any information 
relating to an identified or identifiable 
natural person

GDPR Article 4
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Is this personal data?

Yes

Maybe

No

????
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School Number of classrooms Drinking water source

Tujikaze 2 6 Well

Saint Joseph 7 City pipe system

Does not relate to 
a natural person
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Gender Age HIV Test Positive

Male 18 Yes

Male 25 No

Male 35 Yes

Female 16 No

Cannot identify 
which person
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National ID Number Gender Age HIV Test Positive

350-16-3222 Male 18 Yes

253-35-3233 Male 25 No

325-32-6342 Male 35 Yes

325-32-2343 Female 16 No

Yes, person can be 
identified
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Email Education Language

akbertram@gmail.com University English

jeanpaul1972@gmail.com Secondary school Spanish

sambukavu@outlook.com Secondary school English

remi1982@hotmail.com Primary school French

Yes, person can be 
identified
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Participant # Education Language

001 University English

002 Secondary school Spanish

003 Secondary school English

004 Primary school French

Yes, person could be 
identified
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City Gender Age Job Title Company 
Name

Bukavu Male 32 School director Saint Joseph

Goma Female 25 Primary school teacher L’EP Bihama

Goma Male 35 Primary school teacher L’EP Bihama

Rutshuru Female 38 Secondary school 
teacher

Tujikaze 2 

Yes, person could be 
identified
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3. Processing

‘processing’ means any operation which is performed on personal 
data or on sets of personal data, whether or not by automated means

● collection
● recording
● organisation
● structuring
● storage
● adaptation or alteration
● retrieval

● use
● disclosure by transmission
● dissemination or otherwise 

making available
● alignment or combination
● restriction
● erasure or destruction
● consultation
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4. Controller

‘controller’ the entity that determines the 
purposes and means of the processing of 
personal data
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5. Processor

‘processor’ means an entity which processes 
personal data on behalf of the controller;
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6. Lawful basis

● Consent
● Contract
● Legal obligation
● Vital interests
● Public task
● Legitimate interests
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5. Lawful basis

● Consent
● Contract
● Legal obligation
● Vital interests
● Public task
● Legitimate interests
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Consent

“any freely given, specific, informed and 
unambiguous indication of the data subject's 
wishes by which he or she, by a statement or by a 
clear affirmative action, signifies agreement to the 
processing of personal data relating to him or her”
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Consent

● Is the choice real?
● Can you stop processing the data 

on request?
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Legitimate interest

6(1)(f) processing is necessary for the purposes of the 
legitimate interests pursued by the controller or by a 
third party, except where such interests are overridden 
by the interests or fundamental rights and freedoms of 
the data subject which require protection of personal 
data, in particular where the data subject is a child.”
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Legitimate interest: 3-part test

● Purpose
● Necessity
● Balance

● Fraud prevention
● Background checks on employees
● Delivering 
● Monitoring project execution
● Validating the impact of an 

intervention
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https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/law
ful-basis-interactive-guidance-tool/ 

Lawful basis interactive guidance tool

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/lawful-basis-interactive-guidance-tool/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/lawful-basis-interactive-guidance-tool/
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7. Data Subject Rights

Right to withdraw to consent

Right to object to processing of data on the basis of legitimate 
interest (can be refused)

Right of access 

Right to rectification

Right to erasure (if lawful basis no longer exists)
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8. Anonymization and Pseudo-anonymization

the processing of personal data in 
such a way that the data can no 
longer be attributed to a specific 
data subject without the use of 
additional information

Anonymized data can never be 
related to an individual
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9. Cross-border data transfers: Adequacy

EU

Uruguay

USA
(since 2023)
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9. Cross-border data transfers: Corporate Rules

AVSI - EU AVSI - Uganda



Roles & Responsibilities
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Data 
Subject

Data 
Controller

Data
Protection 
Authority 

NGO

ActivityInfo
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Data 
Subject

Data 
Controller

Data
Protection 
Authority 

Data Processing 
Agreement

Data 
Processor

NGO

ActivityInfo
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Who are your processors?

● Microsoft (Office 365)
● Google Workspace (Sheets)
● BeDataDriven B.V. (ActivityInfo)
● Consultants
● Implementing partners (potentially)
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Responsibilities*

Lawfully decide on data collection 
and processing

Controller

Upholding data subject rights

Choosing an appropriate data 
processor

Processor

Follow instructions

Ensuring security of processing

Notifying personal data breaches to 
data controller

Cooperating with data protection 
authorities

* Some of the responsibilities!
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Data processing agreement (DPA)

Acknowledge roles, responsibilities and applicable legislation

Sub-processors

Penalties

Personal data to be processed

Technical and organisational measures (TOM)
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Concepts: Review

1. Data Protection Legislation
2. Personal Data
3. Processing
4. Controller
5. Processor
6. Lawful basis
7. Data Subject Rights
8. Psuedo-anonymization
9. Cross-border data transfers
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Questions?

Follow us:

LinkedIn page: https://www.linkedin.com/showcase/activityinfo/
LinkedIn group: https://www.linkedin.com/groups/5098257/

https://www.linkedin.com/showcase/activityinfo/
https://www.linkedin.com/groups/5098257/

